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Purpose and Intent 
WebRTC will transform both the business and consumer communications markets. A number of 
prominent companies including Google, Mozilla, Microsoft, Cisco, Oracle/Acme Packet, Opera, Ericsson, 
Siemens, Avaya and others are involved in its creation. As one of the most important communications 
innovations in many years, amidst WebRTC enthusiasm there must also be rational thinking. This report 
goes beyond the hype by providing an unbiased analysis of WebRTC, its strengths and weaknesses, and 
where it will impact you. 

Executive Summary 
WebRTC is an emerging standard that enables real-time voice, video and data sharing in a Web browser 
without the need for browser plugins.  Potentially billions of devices supporting a browser – PCs, laptops, 
smartphones, tablets and a host of new devices – from a variety of manufacturers  will be real-time 
communications-enabled. Whereas browsers have typically interacted only with one or more Web 
servers, WebRTC allows browsers to exchange media and data directly and in a secure manner. 

Although third-party programs like Skype have been around for a long time, and some browser-based 
plugins have been available for limited communications interactions, the implications WebRTC brings to 
organizations of all types and sizes of are enormous. Ubiquitous voice, video, and data for gaming, 
customer service, communications and personal and group engagement opens a new world of 
possibilities for innovation and disruption. The transformative power behind WebRTC is that ordinary Web 
developers using just JavaScript Application Programming Interfaces (APIs) can craft fully functioning 
voice, video and data collaboration applications or embed these capabilities within other applications with 
just a few lines of code. 

This report is designed to provide CIOs and decision makers with the right balance of depth and breadth 
to help them understand what WebRTC can do for them as well as what it can do to them. We begin with 
an overview of WebRTC, what it is and how it is architected. We discuss federation among WebRTC-
enabled sites and integration with legacy communications platforms including Session Initiation Protocol 
(SIP) and the public switched telephone network (PSTN). We describe the security mechanisms inherent 
in WebRTC. 

Using this preface on WebRTC to level set the reader, we then discuss 10 things CIOs and decision 
makers need to know about WebRTC. These include: 

1. Where’s the money for me in WebRTC 

2. A discussion of how WebRTC will disrupt the current communications industry 

3. The timing of the WebRTC standard 

4. The islands WebRTC will create, for better or for worse 

5. Why offerings like Skype may or may not go away 

6. Why Microsoft opposes WebRTC as it is presently constituted 

7. How WebRTC will play into the world of mobile devices, including smartphones and tablets 

8. Why WebRTC may not disrupt all complex collaboration, only most of it 

9. The millions of interfaces that will emerge to invoke WebRTC capabilities 

10. Identifying and classifying some of the current WebRTC players. 
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We conclude with eight actionable recommendations organizations can take now to prepare for how they 
will use WebRTC’s disruptive capabilities. 

WebRTC Defined 
WebRTC (Web real-time communications) is an effort by the communications industry and standards 
bodies to create an open framework for embedding real-time communications capabilities into Web 
browsers. WebRTC allows HTML5 Web programmers, with no telecommunications skills1 and using 
simple Javascript APIs, to surface real-time audio and video functionality in Web servers and in browser-
based applications running on computers, laptops, tablets and smartphones without the need for browser 
plugins2 or third-party applications3.  

Two standards bodies involved in creating the WebRTC standards include: the World Wide Web 
Consortium (W3C) and the Internet Engineering Task Force (IETF). The W3C is tasked with creating the 
Web APIs used in WebRTC4 while the IETF focuses on the underlying communications and data transfer 
protocols5. Together, both groups, which are comprised primarily of professionals from private, for-profit 
companies in the communications industry, collaborate on WebRTC specifications. 

Powered by a Triangular P2P Architecture 

The WebRTC architecture involves Web servers and browser clients. The Web server “serves up” Web 
applications with embedded Javascript, and the browser clients (PCs, tablets, smartphones) run the 
Javascript application. Traditionally, Web browsers have communicated only with Web servers. What is 
unique about WebRTC is that the Web application can now enable peer-to-peer (P2P) communications 
between two browser clients (See Figure 1). 

Figure 1. WebRTC’s Triangle Architecture (Adapted from Johnson and Burnett6) 

 

While the control data flows between the browser client and the Web server, the audio and video streams 
flow directly between the browsers. Directly transmitting media between browsers is very useful because 
voice and video are very sensitive to network latency and jitter7. 
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WebRTC enables point-to-point browser communications as well as multipoint communications sessions. 
In a multipoint session, each browser sends and receives audio, video and data streams to and from 
every other browser in the session in a fully meshed configuration8 (see Figure 2). 

Figure 2. Fully Meshed Peer Connections in WebRTC Multi-Point Communications Sessions 

 

Keep in mind, WebRTC will not scale particularly well in many-to-many situations due to the processing 
power and network bandwidth required for all of the individual peer-to-peer connections that must be 
established. Consequently, audio and video bridging infrastructure may be required for large meetings 
with numerous endpoints. The good news is that the majority of multipoint audio or video meetings 
typically involve only three or four endpoints. But, these have typically been room or group endpoints. 
WebRTC will enable individuals to meet in multipoint video conferences, and recent data indicates that 
the number of endpoints participating is increasing because people no longer congregate in three to four 
conference rooms for video meetings9. 

WebRTC Requires Directory Services 
One of the elements WebRTC does not supply is a directory service.  A directory is necessary so that 
WebRTC users can find one another. This capability could be termed a “rendezvous service”10. 
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WebRTC directory services must be supplied by the application developer. In many cases, directory 
services will be provided by interfacing with a website’s authentication mechanism11 or with an existing 
enterprise directory.  

When a browser connects to a website, the application can ask the user for login credentials. As the user 
is authenticated, the Web server creates a directory that maps authenticated users to active Web 
browsing sessions. Directory information can then be pushed down to the browser interface, allowing 
people to communicate with one another.  

An alternative scenario would be a customer service web site that interfaces to a contact center. In this 
scenario, the user browsing the web site does not authenticate, only the contact center agent requires 
authentication. The Web server can automatically create the linkage between the customer and a contact 
center agent through the contact center’s routing software.  

Directories can be simple or complex, but they will be required in order for users to establish 
communications sessions using WebRTC. 

WebRTC Federates Using a Trapezoid Approach 

Although WebRTC capabilities may soon be ubiquitous in the browsers most people use, the ability to 
reach out and connect to others who may not be connected to the same Web server is an essential 
capability. Consequently, Web servers running WebRTC may ultimately need to be able to federate with 
one another. Federating between WebRTC domains results in the trapezoid architecture (see Figure 3). 

One of the issues Web developers must pay attention to is how the control data will be exchanged. 
WebRTC specifies the use of a protocol called Session Description Protocol (SDP) to exchange 
communications parameters, but it does not specify what those parameters are nor the format that should 
be used to establish and control the communications session. These details are left up to each individual 
WebRTC application developer. Thus, developers wishing to federate with other WebRTC domains will 
need to assure that they use common session initiation and control mechanisms12. 

Figure 3. The WebRTC Trapezoid for Federation between Server Domains 

 

WebRTC Voice and Video Protocols 

The IETF has standardized on the wideband Opus and the narrowband G.711 codecs13 for audio in 
WebRTC. If Opus is used in a WebRTC application, then any interoperability with SIP or the PSTN would 
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require a transcoding border element. If G.711 is used, then audio transcoding between WebRTC and 
SIP would not be required because almost all SIP systems have G.711 as an available codec14. 

Video is WebRTC is far from finalized. Google has been pushing the VP8 video codec, and it has spent at 
least $125 million to make it available royalty-free to any WebRTC implementation. However, most of the 
existing video infrastructure in the world does not use VP8. Existing infrastructure often supports H.264. 
Mobile devices also have H.264 capability embedded into their hardware chipsets. Consequently, H.264 
is the codec preferred by many IETF members; however, it is not royalty-free.  

There has been no vote on which video codecs would be mandatory to implement15. Google has made 
VP8 available to developers, and WebRTC developers using Google Chrome and Mozilla Firefox can 
have video interoperability today using VP8. 

A straw poll taken at a recent IETF meeting showed 70 members could live with H.264 as a mandatory to 
implement codec. In the same meeting, 50 members could live with VP8 as a mandatory to implement 
codec (people could raise their hands more than once)16. 

Some are suggesting that the WebRTC standard push forward without specifying a mandatory video 
codec, leaving it up to the market to decide which, if any video codecs would be included. There are huge 
implications for both browser and hardware manufacturers, regardless of where this issue ultimately falls. 
Use of H.264 may not be such a huge licensing issue because most of the current browser and mobile 
device vendors have already paid the maximum licensing fee; the issue is that future codecs based on 
H.264 may have higher licensing costs, and choosing H.264 today as a mandatory codec may require 
much higher licensing fees in the future as H.265/HEVC become available.  

WebRTC Integration with Enterprise and Public Communications 
Infrastructure 

Although there will be some WebRTC islands in which communications is only between those users with 
browsers connected to the same Web server, some systems will ultimately need to connect WebRTC 
clients to enterprise communications systems and to the public switched telephone network (PSTN). 
Organizations that deploy WebRTC and wish to integrate with existing communications systems should 
expect to deploy border controllers.  

The Need for Border Controllers 

A border controller is a device that sits between the WebRTC world and a) another WebRTC domain, b) 
SIP communications infrastructure, or c) to the PSTN. Border controllers may provide a number of 
capabilities including17: 

1. Signaling gateway – As mentioned above, WebRTC does specify the signaling that must occur 
when establishing a communication session. If a WebRTC application does not use SIP 
signaling, then there must be some type of translation between how the WebRTC application 
establishes and controls a communications session and how the SIP or PSTN world do 
communications. Even if the WebRTC application uses SIP, there are so many different “SIP-
compliant” implementations that a signaling gateway may still be required. 

2. Media gateway – WebRTC may not use the same voice and video codecs as are found in an 
enterprise or public communications system. If this is the case, then media transcoding will be 
required to enable communications between these disparate systems.  

3. Flash gateway – It may be necessary to support Flash for some time until it is fully displaced by 
WebRTC. A Flash gateway will assure that browsers that are not yet WebRTC-enabled can still 
be used in an “always works” service offering18.  
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4. Security and compliance – WebRTC uses cryptography to provide security, by encrypting both 
the control data and the media. A border controller may be required to decrypt WebRTC control 
and media flows before they can be integrated with another WebRTC domain or the SIP/PSTN 
world. 

5. NAT and firewall traversal – Most browsers reside behind both firewalls and network address 
translation (NAT) devices. These devices tend to block real-time voice and video. WebRTC uses 
a protocol called ICE (Interactive Connectivity Establishment) for traversing NATs and firewalls. 
ICE in turn relies on STUN (Session Traversal Utilities for NAT) and TURN (Traversal Using 
Relay NAT)19 protocols and servers. A WebRTC deployment will probably need to establish 
STUN and TURN servers to provide higher likelihood that voice and video packets will traverse 
the network boundary. An alternative method an organization can use for securely allowing 
WebRTC voice and video traffic to traverse NATs and firewalls is to place a WebRTC-compliant 
session border controller in the DMZ (Demilitarized Zone); in this model, the SBC handles the 
ICE / STUN / TURN dialogs for NAT traversal. 

Session border controllers can be purchased that handle only one, some, or all of these border traversal 
issues. Several session border control companies make WebRTC- compliant border elements, including 
Acme Packet, Sansay, Mavenir and others. 

Integration with SIP-Based Infrastructure 

Interoperability with SIP infrastructure will usually require some type of a session border controller to 
decrypt the WebRTC control and media flows20, and it may also be necessary for transcoding between 
WebRTC codecs and the codecs found in enterprise phones and video units21. 

When a gateway is involved, the WebRTC voice and video peer connections are between the browser 
and the border controller (see Figure 4). 

Figure 4. Integrating WebRTC with the Enterprise Communications System 
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Integration with the PSTN 

There are several different ways in which WebRTC can connect to the PSTN. In the figure above, the 
PBX could be connected to the PSTN, which is the most likely scenario in the enterprise. Alternatively, 
the WebRTC-to-SIP gateway could connect directly to a carrier, which in turn has a gateway to the PSTN. 
The WebRTC-to-SIP gateway function could reside in a session border controller (SBC), or it could be a 
separate enterprise network element (see Figure 5). 

Figure 5. Integrating WebRTC with the PSTN 

 

WebRTC Provides Enterprise Strength Security 

All WebRTC sessions are encrypted. At the media transport layer, secure real-time protocol (SRTP) is 
used, which provides “symmetric key cryptography to provide confidentiality and integrity”22 to voice and 
media streams. There are currently two proposals in the IETF for session security: DTLS-SRTP23  and 
SDES24.  

Between the Web browser and the Web server, WebRTC uses transport layer security (TLS), which is a 
protocol that guarantees privacy and data integrity between clients and servers communicating over the 
Internet. Thus, all transmissions and communications in WebRTC are secure. 

As a consequence of this security, a border element will likely be required to decrypt and encrypt 
WebRTC traffic when federating with other WebRTC domains or when integrating with SIP or PSTN 
communications systems. 

The WebRTC standards bodies have also stipulated that the user must receive an invitation to turn on a 
camera or microphone when responding to a WebRTC meeting invitation. Cameras and microphones do 
not turn on automatically, thus helping assure privacy. 

Other WebRTC Components and Protocols 

There are a number of additional protocols and components that make up the WebRTC specification. 
Those discussed above are the WebRTC elements organizations really need to know about when 
envisioning whether investing in WebRTC technology would be appropriate for them and for 
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understanding how they can get WebRTC to work for their customers as well as how to federate 
WebRTC with other WebRTC domains and with the SIP and PSTN worlds. 

Ten Things CIOs Should Know about WebRTC 
WebRTC has tremendous potential for disrupting communications, both in the enterprise and in the 
consumer space. However, we are still in the early days of WebRTC, and the exuberance of WebRTC 
should be tempered with some realism. Below are 10 things every organization should contemplate about 
the business and technology impact of WebRTC. 

1. Where’s the Money for Me in WebRTC? 

WebRTC improves and enhances engagement, and it should be thought of in those terms. Any business 
activity in any industry that will benefit from greater engagement will benefit from WebRTC. One should 
consider WebRTC as they would hypertext markup language (HTML): no one makes money from HTML, 
per se; rather it is what people do with HTML that creates value. Likewise, it is what people and 
organizations will do with WebRTC that will create value. 

The biggest immediate WebRTC opportunity for enterprises and anyone with customer service or 
outreach initiatives is to consider how WebRTC could be used in these customer engagement scenarios. 
This is where the easy money and low-hanging fruit will be found for the typical enterprise. 

During a recent “introducing WebRTC conversation” with a solutions architect in one of the major contact 
center companies, the architect immediately zeroed in on the collaborative aspects WebRTC can enable. 
In customer support and service environments, the ability to share what’s on the screen using the data 
collaboration capabilities or to see a video image, not of talking heads, but of the problem the customer is 
describing or the proposed solution, is a tremendous opportunity - particularly when these capabilities are 
built into the browser25.  

Any organization operating a contact center should be demanding its contact center vendor to provide a 
roadmap with WebRTC functionality built into the product. Genesys, Avaya, Cisco, and Interactive 
Intelligence are already working on this integration. WebRTC capability should be available through the 
vendor’s standard software maintenance capabilities, as it really will not cost the vendor a lot of 
development cycles to make it available within its contact center software. If an organization desires to 
route WebRTC traffic to non-browser-based endpoints (i.e. phones or video units), then expect to pay for 
border controllers to decrypt/encrypt the WebRTC traffic and to provide session security. If the WebRTC 
session uses G.711, no audio transcoding will be required. Also expect to put a session border controller 
in place for security purposes. 

An extension of customer engagement would be the possibility of WebRTC-enabling popular consumer 
sites such as Pinterest, LinkedIn and Facebook. In such a scenario, a person who posted on Pinterest, or 
the LinkedIn profile owner, or the owner of the Facebook wall, could make themselves available for 
instant communication via WebRTC. In this case, new money might not be generated directly, but the 
sites would, in principle, become more “sticky”. Company-sponsored LinkedIn and Facebook sites could 
make these sites extensions of their own websites with WebRTC links back into their contact centers. 

There are many other possibilities where WebRTC can be used in addition to customer engagement to 
make money or generate influence. These include: 

• Training/Education – facilitating remote education as well as “peer” learning. WebRTC is already 
being used for helping people engage together in informal hobbies such as gym workouts and 
music or language lessons. 
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• Remote Expert – there is a trend right now in the video world to set up kiosks in a number of 
disciplines to make scarce expertise more broadly available. Healthcare, financial services, wealth 
management, recruiting and some retail outlets are creating these kiosk applications. In the near 
future, they can be done using WebRTC versus using the video solutions offered by the traditional 
video conferencing vendors. 

• Remote Control – WebRTC may be able to work into machine-to-machine communications via both 
the data channel and with audio and/or video. Applications may include physical device control, 
alarms, signaling, real-time location awareness, etc. 

• New Over-the-Top (OTT) Services - provides communications riding on carrier networks for which 
the carrier receives no revenue. Skype and Vonage are popular examples of existing OTT services. 
There is speculation that WebRTC will foster a host of new OTT communications services. 

• Broadcasting – parallels existing streaming mechanisms with the difference being that no plugins 
would be required for the browser. This capability will be available to any organization with a need 
to broadcast content. 

• Gaming – delivers voice- and video-enabling multiuser games of all kinds. 

• Adult content – enables interactive engagement. This industry will likely be one of the biggest 
benefiters of WebRTC technology. 

WebRTC is new. As with other new technologies, there are many applications that have not yet been 
invented in which WebRTC may disrupt an industry. 

2. The Communications Industry Is Going to be Disrupted 

WebRTC is such a disruptive change that will turn the communications industry on its head. Nearly every 
unified communications vendor has developed one or more software-based communications clients. 
These clients typically include instant messaging, presence, voice, video and some type of Web 
conferencing capabilities. Many of these run as thick desktop clients and on mobile devices. 

Many of these vendors have also developed browser-based clients that provide IM/presence and Web 
conferencing capability, but these browser-based clients usually do not include voice and video (a 
voice/video plugin would be required to do so). 

Expect desktop UC clients and tablet apps to diminish in importance in the future. These clients are only 
useful when connected to a network anyway, and with WebRTC, the browser-based application will 
suffice because it will be voice- and video-enabled by default. For enterprise customers WebRTC-based 
offerings will make it easier to maintain their desktop and mobile UC solutions as updates will need to be 
done only at the server level, not the client (and client machine) level. For the vendors, WebRTC will 
make UC client development much easier since it can all be browser based.  

Several manufacturers are already moving toward WebRTC-based UC clients. Initially, these will be 
hybrid clients in which WebRTC will be used for voice and video while other functions that are more 
difficult to develop in the current HTML5 toolsets will be done as traditional application components.  

This then suggests disruption in the telephone handset and video endpoint marketplace. These devices 
will need to become WebRTC-enabled so that WebRTC-based endpoints can communicate with them 
without traversing a border controller. By implication, then, new form factors will appear for phones and 
video units in which the device is simply a Web browser accompanied by a microphone, a camera and a 
video display enclosed in some type of a plastic housing. PBXs and call control devices will also serve as 
Web servers, serving up the WebRTC JavaScript to these devices. 
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SIP was supposed to enable generic SIP devices, and several generic SIP phone manufacturers have 
emerged, including Cisco, Polycom, GrandStream and Aastra,. However, most PBX manufacturers still 
make proprietary phones because they put buttons and special hardware on them that work only with that 
manufacturer’s PBX. 

If all of the communications smarts are in the Web application, then the need for proprietary endpoints, to 
a large extent, could disappear by 2018. What will likely happen is that several manufacturers will gain 
dominance based on the wrappers they put around the basic communications capabilities much like the 
iPhone and Android phones have done with mobile handsets. The day may come when people no longer 
buy a desk phone; instead, they will connect to the PBX (which will act as the WebRTC server) using the 
browser in their smartphone and communicate using WebRTC. If this becomes the norm, approximately 
50 percent of the current spend in the enterprise PBX market will either disappear, or it will transition to 
the smartphone market26. The fact that many people already carry smartphones does not bode well for 
the enterprise telephone endpoint market, and WebRTC will only accelerate the migration away from 
desk phones to mobile devices. There has been speculation for some time that the desk phone market is 
going to die. It has been weakening for the past several years, and ubiquitous WebRTC deployment 
could certainly accelerate that trend. 

WebRTC is highly disruptive to the multi-billion dollar video conferencing endpoint market as well. 
WebRTC could annihilate this market if organizations simply buy inexpensive HD television sets from 
Samsung, LG, and Vizio that have browser capability along with cameras and microphones embedded in 
the TV bezel. This scenario will be satisfactory for replacing many group and executive video units. There 
will always be the need for some special audio and video configurations for high-end conference rooms, 
but the low-end meeting room and the executive video endpoint market can be serviced reasonably well 
by inexpensive TVs equipped as described above.  

As WebRTC will enable more ubiquitous video, there is an opportunity for multipoint video bridging 
infrastructure and for multipoint video conferencing services. WebRTC-based video conferencing services 
are already being offered by Vidtel and Blue Jeans Networks. 

The overall negative economic impact of WebRTC to the PBX and video markets will likely go into the 
billions of dollars by 2018 – 2020 as a result of falling telephone handset and video endpoint sales. 

3. The Timing of the WebRTC Version 1.0 Standard 

The WebRTC group in the W3C and the RTCWeb group in the IETF are working hard to finalize V1.0 of 
the WebRTC standard. Many of the protocols are in place and much of the API work has been done, but 
there is still much to be done. Preliminary WebRTC capabilities are now available in the following 
browsers: Google (the standard version now supports WebRTC), Mozilla Firefox nightly build and Chrome 
Beta for Android. Microsoft Internet Explorer and Apple Safari currently do not support WebRTC 
(however, WebRTC plugins are available for them until they do support the standard natively). CIOs 
should note that the prototype WebRTC technology is clearly running ahead of the standards.   

What is uncertain is the timing of the WebRTC standard and what it will contain. Use of the Opus and 
G.711 audio codecs for voice is a given. The challenge is in what video codec will be used for WebRTC.  

Google has offered the VP8 codec, and this codec is used in all of the beta versions of WebRTC thus far 
(with the exception of Microsoft’s CU-RTC-Web counter proposal). Google has spent at least $123 million 
to make the VP8 codec available. Google’s claim is that this video codec is unencumbered by royalty 
fees. Many other companies would prefer making the H.264 codec the mandatory codec to implement. 
However, it encumbered by royalty fees.  
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The video codec issue makes the timing of the availability of WebRTC V1.0 uncertain. It could be months 
or it could be years away. There are few other important issues that still need resolution, but none seem 
to be as contentious as the video codec question. 

Nevertheless, the basic constructs of WebRTC are in place, and in spite of uncertainty in the official 
release date, organizations should begin developing and using the beta versions because any codec 
changes in WebRTC will be far underneath the APIs and should have little impact on the developed code. 
Where it may ultimately impact enterprises is in the border controllers they need to deploy. 

4. The Trouble with Triangles: Building Island after Island 

One of the inherent disadvantages of WebRTC is that it creates communications islands. The basic 
architecture of WebRTC (see Figure 1, above) resembles a triangle where the Web server is at the apex 
of the triangle and the browser clients are the two sides of the base.  

This architecture makes communications between individual browsers authenticated with the same 
website very easy. If enabling communications among a closed community is the goal, WebRTC will 
provide an excellent solution that requires very little coding and no knowledge of other communications 
protocols. This will be ideal for applications in which all parties can conduct their business and 
communications within the same Web domain. A prime example is a customer support website, an e-
commerce site or a closed community, like LinkedIn. 

But, WebRTC has the potential of creating thousands and possibly millions of communications islands, 
each isolated from other WebRTC islands. To overcome isolation, Web developers must learn one of the 
signaling protocols, most likely Jingle or SIP, to enable browsers connected to their website to 
communicate with browsers connected to other websites. 

The analogy might be like in the early days of email: you could only send email to people who used the 
same email service. Ultimately, protocols like Simple Mail Transfer Protocol came along that allowed any 
email server to communicate with any other email server. Such a protocol has not emerged yet for 
WebRTC. Some speculate that SIP will fulfill this need, but SIP requires Web developers to then also 
gain telecom skills, which is one of the things WebRTC is designed to avoid.  

An alternative is to use middleware software provided by a WebRTC infrastructure vendor. In any event, 
some mechanism must be used to create the trapezoid architecture of Figure 3 to avoid WebRTC islands 
and isolation. 

5. The Predicted Demise of Skype Is Premature 

Some writers and bloggers have speculated that WebRTC will displace Skype and that Skype will die a 
rapid death. In the near term, this is highly unlikely for three reasons: 

1. Skype is very broadly installed with hundreds of millions of people who have it and use it. For this 
reason alone, displacing Skype with WebRTC will be difficult. 

2. Skype provides a critical directory service. If one considers how Skype works, the first thing that 
must happen is the user must authenticate with Skype. This makes the person “present” to Skype 
and allows Skype’s directory and routing service to make a person available for interaction 
through IM, voice and video. Creating a competitive, universal directory service for WebRTC will 
require an organization to step up that has the willpower, sufficient funding and a long term 
outlook because it will take some years to accomplish. The exception would be if Google offered 
such a service, which will make it go viral. 
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3. Skype provides critical access and gateway services to the PSTN. Through “Skype Out” and 
“Skype In”27  Skype users can call fixed-line or mobile phones and these devices can call to a 
Skype user. WebRTC will need a similar mechanism to provide access and gateway services to 
the PSTN, and like Skype, users should expect to pay money for such access. Skype’s 
$0.023/minute pay-as-you-go rate for PSTN access in many countries is quite compelling. A 
WebRTC-based competitor may emerge, but it will likely take a while for such a solution to gain 
the traction Skype has. Again, the exception would be if Google offered a PSTN interconnectivity 
service, which will make it go viral. 

One of the smartest things Microsoft could do to bolster Skype against would-be competitors would be to 
WebRTC-enable Skype as soon as possible and allow users to continue to use their Skype credentials to 
make WebRTC calls. Skype could then still provide the critical directory services and gateway access to 
the PSTN for hundreds of millions of WebRTC users. 

6.  Why Microsoft Opposes WebRTC As Presently Constituted 

Microsoft is such an important player in the WebRTC ecosystem due to Microsoft Internet Explorer having 
a significant share of the browser market. So it is instructive to explain Microsoft’s position with respect to 
WebRTC. Numerous pundits have written articles and blogs indicating that Microsoft opposes WebRTC 
and that it plans to go a different direction with its own “CU-RTC-Web” initiative. This is not necessarily 
so, and a few facts should be explained. 

Microsoft has a love/hate relationship with WebRTC. On the love side, Microsoft has contributed the Opus 
voice codec to the IETF for inclusion in WebRTC. The company has further publicly stated that it will 
support the WebRTC standard once it is adopted28.  

Microsoft has two beefs with the current WebRTC standard: 

1. Video codec support. Microsoft’s position is that the WebRTC should not specify which video 
codecs are used, rather leaving this up to the market to decide. 

2. The adequacy of SDP for WebRTC.  SDP signaling issues are already a problem in SIP as more 
media flows are added.  Microsoft would rather not hand down these weaknesses to WebRTC – 
even though solving them would slow the standardization down. While some might speculate that 
Microsoft is pointing these issues out precisely because it slows the pace, the technical issues 
are real.  

There are pros and cons to these arguments made by Microsoft. On the video codec issue, the pro is that 
by allowing inclusion of different video codecs, WebRTC becomes a living standard that can automatically 
incorporate new and better video technology as it becomes available. Also, for mobile devices, H.264 is 
embedded in hardware, making video encoding and decoding much faster and less of a drain on the 
processor. Microsoft also points out that VP8 is owned by Google, which in a sense makes it a proprietary 
video codec under Google’s control. 

The argument against including multiple codecs is one of simplicity: a mandatory, freely-available video 
codec can be easily deployed across all Web browsers, thereby making WebRTC’s capabilities 
ubiquitous. The sticking point is whether Microsoft or Apple would deploy this codec in their browsers. 

Microsoft’s argument on the low-level exchange of communications signaling parameters also has some 
merit. There are numerous issues besides the creation of islands. For example, video is not from a single 
source: tablets and smartphones have dual cameras, PCs may have multiple cameras and the display of 
a PC could also be transmitted as a video stream. The issue for Microsoft is interoperability. How do you 
signal that a device supports multiple video streams? How do you regulate video bandwidth, frame rate, 
or quality? How do you assure that among all various browser releases WebRTC will interoperate without 
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writing hundreds and thousands of lines of interoperability code? These are the issues Microsoft is trying 
to raise. The company has stated in a private communication to the author that WebRTC will significantly 
enhance the fortunes of companies like Acme Packet and other session border controller companies 
whose job it is to create interoperability among the varying SIP and now WebRTC deployments29. 

Microsoft certainly has something to lose if WebRTC is adopted with the VP8 video codec. Clearly, the 
company’s Skype business, for which it paid $8.5 billion is put in jeopardy. In addition to suggesting 
alternatives to the W3C and the IETF working groups, Microsoft and others30  are questioning VP8’s 
royalty-free status. While releasing the WebRTC standard without a mandatory video codec may not 
unravel the standard, it will certainly weaken it.  

Thus, it is true that Microsoft does not support WebRTC as currently proposed, and it is doing all in its 
power to delay it and get it modified per the paragraphs above. The question is whether Microsoft has 
enough clout to destroy WebRTC should it ultimately choose not to adopt it. Apple killed Adobe Flash 
because it would not adopt Flash for the iPad. Can Microsoft do the same for WebRTC if it does not 
adopt it for Internet Explorer? We suspect the momentum is too great for WebRTC, and plugins already 
exist for Internet Explorer to enable WebRTC-like functionality with VP8 within the browser. 

7. The Mobility Factor 

Thus far, most of the development of the WebRTC standard has focused on using the browsers in 
personal computers for WebRTC functionality. However, mobile devices are so popular that WebRTC 
must be enabled for these devices. 

WebRTC on the mobile device faces two challenges: 

1. Apple does not support WebRTC on any of its platforms; consequently, iPad and iPhone users 
are so far out of luck. AddLive, ToxBox and a few others are developing WebRTC capabilities on 
iOS devices, but without Apple’s support at the low-level camera and microphone capture level, it 
is challenging. 

The big contest around WebRTC on mobile devices is actually between Apple and Google, and it 
boils down to a fight around Web browser versus apps. Google promotes the browser because it 
makes its money from search. Apple, on the other hand, believes that apps are the way to go as 
they provide a better user experience and they are a vital part of Apple's ecosystem.  

2. Encoding video is processor-intensive, and will drain the battery life of a device and bog down 
performance. This is because VP8 must be encoded in software. Microsoft’s claim that H.264 
would be better for video devices has some merit here because most smartphones and tablets 
can easily encode H.264 using hardware encoding built into the chipset31. 

Most of the WebRTC developers are creating special apps for WebRTC on these mobile devices, which 
is a kind of stopgap approach until WebRTC is better supported. The reality of this move is that a 
WebRTC app is really no different from using Skype or one of a multitude of other audio and video apps 
available. However, some developers believe using an app on a mobile device delivers a superior user 
experience versus using the same application in a browser on the mobile device. 

Google has recently made a beta version of its Android operating system and browser available, but it is 
far from being ready for primetime on Android-based devices32. 

Ericsson has also created a prototype mobile browser, called Bowser, that allows WebRTC-like 
functionality in mobile devices. One of the issues with mobile devices is low-level browser functional 
access to the audio and video elements, including the screen (Apple does not provide access to the 
microphone and camera hardware on its devices). Ericsson is quick to point out that in Bowser “we are 
not using the webrtc.org framework” and that the video is based on the H.264 codec, not the VP8 
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codec33. Ericsson, Mozilla and AT&T have also demonstrated interoperability between a Mozilla Firefox 
Web browser showing how inbound calls to a user’s mobile phone can be routed to a WebRTC client34. 

Suffice it to say, WebRTC on the mobile devices is even more embryonic than WebRTC is on PCs. It will 
catch up, but the thorny issue of codecs is rearing its head for these devices as well. 

8. WebRTC and Complex Collaboration 

During a recent panel session at Enterprise Connect 2013 which the author moderated, representatives 
of Cisco, Polycom, Vidtel, Avaya/Radvision and Vidyo participated. With their products and services, 
these companies represent leading-edge video and collaboration thinking. 

There was a general consensus among the panelists that while WebRTC would be an interesting and 
welcome addition to the video conferencing world, there are some types of collaboration that are just too 
complex for WebRTC. Specifically referenced was integration with Smart Boards, telehealth and certain 
other applications for which WebRTC is simply not adequate. 

There will certainly be some custom environments and applications where simple WebRTC running 
between two computers will not be adequate. Also, companies that may want telepresence rooms and 
high-end video conference rooms equipped with wide band audio microphones and spatial audio 
capabilities will need to look toward specialty audio/video providers to supply these capabilities. 

However, after reviewing some of the interesting applications emerging around WebRTC, it is clear that 
WebRTC will clearly make inroads even into specialized collaborative environments. Examples have 
recently emerged in which software has been written that takes a WebRTC video stream and can track 
the head movements of the participants. In addition, 3D video has become available through WebRTC.  

It appears the complex collaboration involving WebRTC will, in a few short years, be available. And it is 
highly likely that even more specialized collaboration using video and audio than presently exists simply 
because so many more people will have access to audio and video that they can easily manipulate with 
their own applications. 

9. The Thousands of WebRTC Interfaces 

Some people have criticized WebRTC, suggesting that it will make communications more difficult rather 
than easier. The argument is that since every website can create its own interface, users will have a 
different communications experience every time they visit a different website. 

While it is true that each website will determine the look and feel and even the available controls for any 
WebRTC functionality it deploys, this will always be done within the context of that website. This is 
actually an advantage because websites can customize the experience for those connecting to them, 
creating richer and fuller interaction, but within the context of how they want these interactions to occur. 

We note that no interface for any two websites is identical, yet billions of people surf the Web and cross 
tens, hundreds, and sometimes thousands of different sites in a day or week. People adapt to the look 
and feel of a given site, and because the site developers surface functionality that is most advantageous 
to the users in a way that makes it easy to use, browsing has become second nature.  

The same will be true of WebRTC. The WebRTC capabilities will be embedded as a natural part of the 
website, with the site owner determining how it wants authenticated uses to communicate and 
collaborate. We believe these differences in communications models will actually benefit the site and will 
in no way hinder or detract from WebRTC’s usefulness or availability therein. 
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Each time you connect to a site, the communications look and feel will change. Consider how UC browser 
clients will look like their respective desktop counterparts. When connected to a Cisco communication 
manager or a Cisco website, you will see a Jabber interface. When connected to an Avaya 
communication manager or Avaya website, you will see a Flare interface. But, for generic websites, there 
will likely be some gravitation toward common constructs or look and feel that communications will adopt. 
This could be similar to the “About” page or some other common construct found on most websites. 

10. Identifying and Classifying the Current WebRTC Players 

WebRTC has already excited the imagination of a number of existing companies and a host of new 
startups. We list the below some of the companies we are aware of in the WebRTC space along with their 
particular contribution. New companies are entering the space regularly because the barriers to entry with 
WebRTC are very low. 

Browser Manufacturers 

Google Chrome browser manufacturer. Android 
smartphone/tablet operating system manufacturer 
that has a beta version that is WebRTC enabled. 
Has led the charge on WebRTC and has offered 
the VP8 codec to the community. 

Mozilla Firefox browser manufacturer. Key player due to 
Firefox’s market share. Has participated in 
WebRTC interoperability between Firefox and 
Chrome. 

Microsoft Internet Explorer browser manufacturer. Provided 
the Opus audio codec to the WebRTC initiative. 
Prefers alternative video codecs and a different 
way to specify exchange of communications 
parameters in WebRTC. 

Apple Safari browser manufacturer. Very little input on the 
WebRTC process but apparently prefers the H.264 
video codec. 

Opera Opera browser manufacturer. Supports WebRTC 
initiative. Will support WebRTC when standardized. 

Ericsson Created the “Bowser” browser for mobile devices. 
Supporter of H.264 codec. 

 

Infrastructure Companies 

Acme Packet (part of Oracle) Provides session border controllers for carriers and 
large enterprises. Also provides interoperability and 
gateway capabilities between WebRTC-WebRTC 
and WebRTC-SIP deployments. 

AddLive Provides a comprehensive platform that allows 
enterprise deployment of WebRTC. Products 
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include Cloud WebRTC infrastructure, WebRTC for 
mobile apps, and WebRTC monitoring and 
analytics. 

Hookflash Provides a signaling layer (Open Peer) on top of 
WebRTC. Also provides middleware to enable 
federation between WebRTC servers. 

Plivo Provides a cloud-based communications platform 
for call routing and control along with APIs that 
allow easy insertion of communications into line of 
business applications. 

Priologic Primary business is custom software development. 
Offers an open source WebRTC application 
development environment for both client and server 
side applications. 

Sangoma Offers software and appliances for interconnecting 
diverse IP communications systems, including 
WebRTC. 

Solaiemes Provides tools for embedding mobile text, presence 
and media into Web applications. Worked with 
Voxeo gateway to include WebRTC. 

Tenhands Provides client side software development kits 
(SDKs) and server-side representational state 
transfer (REST) APIs for WebRTC development. 

Thrupoint Offers an application integration platform that 
unifies diverse back office communications 
infrastructure. Also provides WebRTC to SIP 
interoperability APIs for Web developers. 

Tokbox (Owned by Teléfonica) Offers a software development application that 
allows Web developers to create or embed 
WebRTC applications and capabilities. 

Twelephone Integrates WebRTC voice with social networking 
platforms, particularly Twitter through Web APIs. 
Also provides WebRTC-SIP interoperability 

Twilio Provides a cloud service and APIs that enable 
phones, VoIP and messaging to be embedded into 
Web, desktop, and mobile software. Support for 
WebRTC is now part of Twilio’s platform. 

Voxeo Offers platforms and cloud hosting solutions to 
deliver interactive voice response, multi-channel 
customer self-service, outbound notifications, 
unified communications, SIP and WebRTC VoIP 
call control and media application integration. 

Zingaya Provides software and a cloud service that allows 
customer WebRTC calls to be forwarded to any 
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landline, mobile or SIP phone through WebRTC to 
SIP integration. 

 

Communications and Contact Center Companies 

Avaya Working on adding WebRTC as a channel to its 
Aura Contact Center. 

Genesys Working on adding WebRTC as a channel to the 
Genesys contact center. 

Interactive Intelligence Just beginning to think about how to add WebRTC 
functionality to its Interaction Contact center. 

Cisco Chairs WebRTC and RTCWeb committees in the 
W3C and IETF working groups. Has been heavily 
involved in WebRTC promotion but presently has 
no WebRTC products of its own. 

Digium Developer of the Asterisk PBX. Has enabled 
support for “WebRTC over SIP” within Asterisk. 

Plantronics Has developed source code that browser 
application developers can use that will provide 
Plantronics headset functionality, including call 
control, proximity and state information. 

Polycom Participant in the W3C and IETF working groups. 

Siemens Enterprise Communications Significant contributor35 to the WebRTC standard 
and participates in W3C and IETF working groups. 
Siemens is already developing WebRTC-based 
solution elements for its product portfolio. 

Vidtel Provides a cloud-based multipoint video 
conferencing service that supports WebRTC-
enabled browsers. Also provides a gateway service 
from WebRTC to existing SIP and H.323 enterprise 
video conferencing infrastructure. 

  

Over-The-Top Application Providers 

Bistri Offers a voice and video communications OTT 
service for point-to-point and multipoint video 
communications. Also has apps for Android and 
iOS that are similar to Skype for OTT voice and 
video connecting to the Bistri.com site. 
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Actionable Recommendations 
If the WebRTC initiative can overcome the video codec intellectual property issues and become a W3C 
and IETF standard, then it will disrupt how we communicate with customers, suppliers, partners, 
consumers, family and friends. For most end users, they will not be able to distinguish too much 
difference between the quality of the experience they currently receive from products like Skype or 
Google Hangouts. What will change is the ubiquity of communications: it will be supported in every type 
of application imaginable. 

CIOs, CMOs, Chief Customer Officers and other decision makers should begin now to plan for how they 
will leverage WebRTC within their organizations. The following recommendations may be helpful:  

1. Familiarize yourself with the technology.  Encourage people on your staff familiar with 
WebRTC. It is disruptive and can be used both to disrupt your competitors and for them to disrupt 
you.   

2. Include WebRTC in the customer journey mapping of commerce sites. Organizations with 
online/mobile stores and online/mobile customer service capabilities should consider how to 
incorporate WebRTC within these websites. Go through the exercise of imagining how customers 
and prospects could be better served by being able to quickly and easily engage with pre-sales or 
customer service experts through audio or video in their browser. Consider how this would disrupt 
your competitors. 

3. Get to know the WebRTC landscape. We listed above a small sampling of the companies that 
have begun developing WebRTC products and solutions. Technology Marketing Corporation 
(TMC) and United Business Media (UBM), among others, have trade shows that contain 
WebRTC tracks, and companies interested in learning about WebRTC should attend these to 
become personally acquainted with WebRTC developers and technology suppliers. In addition, 
become acquainted with open source WebRTC sites like GitHub, WebRTC.org and others. Open 
source Turn server software from Citrix is available on Google’s website as is open source 
WebRTC-to-SIP gateway software from Doubango Telecom. 

4. Understand the WebRTC roadmap for your contact center supplier. In conjunction with 
becoming familiar with the technology, contact centers managers should begin engaging with 
their contact center supplier to get a roadmap on when and how the vendor will support multi-
channel WebRTC capabilities. Press the vendor to be specific and make sure the WebRTC 
support includes data collaboration capabilities as well as audio and video.  

5. Consider how WebRTC can allow you to more easily connect with partners and suppliers 
in your value chain. The use of video communications has typically been difficult and/or 
expensive. WebRTC will change this. You may still need to provide video infrastructure for larger 
video conferences, but using IP video between organizations will become much easier. 

6. Consider whether you want to invest in desk phones and/or group video endpoints 
anymore. Will a browser on a smartphone, tablet or PC be sufficient? You will need to insist that 
your PBX vendor support WebRTC as a communications channel and that your video 
infrastructure providers support WebRTC as a type of video input. 

7. Plan the future of your unified communications client. You should demand from your vendors 
their plans to migrate their softphone and UC clients to WebRTC so that you do not need to 
download nor maintain any more thick communications clients and tablet apps. These should all 
eventually move to the Web browser. Also demand in the near term a similar look and feel as well 
as the same functionality between the Web version of a UC client and the browser-based version. 

https://github.com/webRTC
http://www.webrtc.org/
https://code.google.com/p/rfc5766-turn-server/
https://code.google.com/p/rfc5766-turn-server/
https://code.google.com/p/webrtc2sip/
https://code.google.com/p/webrtc2sip/
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8. Deploy WebRTC for high-touch, high-value scenarios.  Consider how WebRTC can enable 
richer and more frequent inbound and outbound engagement. Immediate examples include 
website sales sites, video communications with high net worth clients, telehealth, distance 
learning, broadcasting and insurance adjustment. 

Additional Industry Perspectives on WebRTC 
Cullen Jennings, Distinguished Engineer, Cisco Systems; Co-Editor 
W3C WebRTC Specification and Co-Chair IETF RTCWeb Working 
Group 

I think the report strikes an excellent balance - it manages to get past all the noise and get down to the 
useful information while still keeping it at a level that is relevant to CIOs and that they can understand.  

The first thing that I want CIOs to know about why this [WebRTC] is important comes down to three D's: 
Development, Deployment and Devices. I'll explain each of these but we believe that the three of these 
combined will result in WebRTC having a significant impact on communications and lead to massive 
adoption.  

Ease of Development: Makes it so the people developing a typical business website can integrate high 
quality collaboration directly into that application and business process. It is mashable with existing 
components and enables a huge developer ecosystem. It brings voice and video to a set of tools used by 
people developing business applications and websites.  

Ease of Deployment: No need to update software on end users’ computers, just put up new files on the 
website and every user gets the new experience. No need to download plugins with dire security 
warnings. It can be reached as easily as a website by users inside the enterprise, outside the enterprise, 
and consumers or customers. This speeds up business - no more waiting for a year to get new features 
deployed. Did I mention this speeds up business?  

Ease of Devices: Write once and have it run on Android, iOS, desktop, and possibly, if we do this right, on 
things like TVs, kiosks, watches, backs of airline seats, car in dash displays, digital signs, touch screens 
on refrigerators - pretty much anywhere there is screen.  

The other thing I want CIOs to know is that, while we believe this is a key technology that is going to 
change communications, it is also far from done, and it is going to take time before the standards, 
browsers, and applications on the browsers are ready for prime time. We are still at a very early stage.  

Kavan Seggie, Founder/CEO, AddLive 

AddLive's view is that WebRTC is indeed a very disruptive technology.  We would like to highlight specific 
areas within the enterprise where we are seeing customer interest and traction.  

1. Enterprise Contact Center Management - The most obvious enterprise use case is in contact 
center management software. WebRTC is so powerful in this scenario for two reasons. Firstly, it 
provides any website user with one-click access to customer service and sales agents. Secondly, 
and perhaps even more importantly, it provides meta data around the communication, allowing 
far quicker diagnostics of the issue. 

2. Enterprise Communications – As discussed by the author, traditional video conferencing will be 
greatly impacted by WebRTC, mostly through potential cost disruption. The WebRTC technology 
has cost Google over $180 million, and by making the technology freely available to everyone, it 
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will commoditize video and voice communications. Enterprises will not throw away their legacy 
systems immediately and will therefore require conference bridges from a vendor. 

3. Enterprise Training – WebRTC can easily be implemented within current corporate intranets and 
training software.  This will allow far easier knowledge transfer within the organization through 
virtual professional classrooms and virtual town halls. This saves employees time in that they do 
not have to travel to specific sites; it saves the employer money as physical spaces are not 
required to be rented and it makes the enterprise more efficient by allowing subject-matter 
experts to be far more effective. 
 

4. Enterprise Employee Health – Providers of corporate employee benefits are starting to offer 
online video access to physical trainers, dieticians and other health professionals. This makes for 
a healthier work force, offers an employee perk and lowers the insurance premiums for the 
employer. 

At AddLive, we provide the tools that are required for enterprises to start implementing WebRTC in 
different parts of their organization and for vendors to include WebRTC in their enterprise offerings.  

Stephen Botzko, Director of Standardization, Polycom 

Overall, it looks like a great article.  Some specific feedback follows.  

1. There are proposals to modify some of the protocols you mention (in particular ICE). There is also 
much work taking place in the IETF on modifying RTP, and I think there is quite a bit of work left 
to do in the IETF and W3C.  The prototype technology out there now is running ahead of the 
standards.  This fact might be useful to readers given there is no guarantee that these early 
prototype efforts will converge into a viable long-term solution. 

2. I’d agree that the disruptive potential of WebRTC is the integration of voice and video into the 
“traditional” Web framework – allowing creation of new applications and simplifying many existing 
ones.  In my view, WebRTC is interesting precisely because it breaks away from a telephony 
model.  The real impact of WebRTC might not be what it does to traditional SIP, but rather what 
new possibilities it could bring to the table.   

Having said that, I do expect that some early impact will be felt by providers of telephony 
application platforms, because those platforms are expensive and often difficult environments for 
application developers.  How it affects mainstream voice telephony remains to be seen, but I 
don’t see WebRTC threatening SIP anytime soon.   Creating a world-wide directory service that 
works, emergency services, etc., will take time.  WebRTC will also likely need more bandwidth 
than SIP for cellular use.  The big reason though is that there is no compelling advantage in 
WebRTC for voice-only communications.   Traditional video is probably somewhere in between. 

3. There is a distinct possibility of WebRTC islands.  The codec controversy is one reason.  The 
intellectual property considerations will drive what the main browser vendors deploy, not the 
standards.  Another reason is that the various pre-standard implementations could take some 
time to converge to a shared standard.  The silence of Apple in this space cannot be 
underestimated in the least.  WebRTC can create a Facetime equivalent that unifies Android, but 
if it doesn’t reach quickly to Apple, deployment will be slowed.  Microsoft users can always run 
Chrome, but Apple can/does limit other browsers so they can’t really access the hardware 
acceleration features in the platform. You mention Apple in passing already, but I think you are 
understating the importance of their actions on the overall success of WebRTC, especially given 
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the recent drop-off in the PC sales and the massive growth Apple has enjoyed in its iPad and 
iPhone portfolios. 

4. The codec intellectual property discussion is a bit muddied.  A couple of comments there: 

a. While it is true that no one is opposing Opus as an MTI (mandatory to implement) codec, 
it is not clear yet if it is actually royalty free.  If there are patent holders, they might well 
wait until Opus is widely deployed before taking action.  The fallback is G.711, which is 
also MTI and known to be free of IPR (due to its age). 

b. The VP8 versus H.264 discussion is not about Microsoft versus Google.  Part of the 
dilemma is trading off well-known (but not free) IPR against unknown IPR that might be 
free but carries more risk.  The best tradeoff to some degree depends on your business 
model.  Hardware vendors are ok with paying small royalties, esp. if the playing field is 
level –and therefore usually prefer the lower risk of known IPR.  Companies whose 
business model requires them to offer free downloads in large volumes have much more 
difficulty with even small royalties (unless they have enough IPR of their own to offset 
them). 

In short, the IPR debate is quite complex, and much broader than Microsoft versus Google.  In the end, 
the marketplace will decide the codec set that is actually deployed – as it did with HTML5.  Ultimately, it’s 
not a technical debate.  It will be driven by the underlying business realities surrounding fair and equitable 
usage of IPR. 

How much this will impact deployment is an open question.  

John Nicol, Director of Solution Architecture, Polycom 

On the whole, I think you’ve done a great job of striking balance. You tend to emphasize interoperability 
with PSTN quite heavily in the section before getting into the top 10 things CIOs must know. More 
generally, I would say WebRTC is about VoIP and mobile interoperability in the telephony realm - as well 
as the likes of limited interoperability via POTS (plain old telephone service) gateways and the like. 

Moreover though, for many CIOs the problem might be initially how to achieve real-time communications 
and content/collaboration interoperability between WebRTC clients and their traditional enterprise UC 
infrastructure. As we lead today in delivering broad, multi-vendor and multi-technology interoperability, 
you can bet Polycom will be aggressive in addressing this concern for our customers and the millions of 
existing standards-based solutions we interoperate with today. 

I believe a key aspect of WebRTC’s disruptive potential will be the nature of how it will essentially blur the 
distinction between Web apps and basically century-old, special-purpose, communications endpoints. As 
you say, this stands to have massive impact on PBX (feature server) vendors as well as enterprise 
handset vendors - and the like. I also believe it will fundamentally change the way UC functions are 
experienced in apps. That is, real-time communications will now be woven into industry-vertical enterprise 
Web apps as part of their regular call flow. This implies an end to special-purpose, UC clients and 
variations of such “embedded” in Web browsers. 

You possibly understate the impact of WebRTC on a host of verticals. That is, while you rightly pick up on 
call centers/customer service, how about insurance, healthcare, education (especially higher education), 
manufacturing, judicial/government (video arraignment, etc.), and finance to name but a few? The impact 
on consumers via social networking channels and the like is also significant as well as game playing, as 
you note. 
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Jim Donovan, VP Product Management, Oracle-Acme Packet 

Oracle - Acme Packet agrees with the author on the disruptive nature of WebRTC.    We also feel strongly 
that enterprises and contact centers will insist that new WebRTC applications and solutions provide 
strong security and seamless interoperability with their existing SIP-based infrastructure.    Fortunately, 
given the advent of WebRTC gateway capabilities in network elements such as Session Border 
Controllers, organizations now have the ability to connect, secure, and control their WebRTC applications 
in the same manner as they can with their SIP-based applications. 

Scott Wharton, CEO, Vidtel 

This document does a great job illuminating some of the key attributes, strengths, weaknesses and 
promise of WebRTC.  Overall, the reader will not be able to avoid the conclusion that while there is more 
work to be done, WebRTC will be a very powerful and disruptive force in the Communications market. 

One key area that I think deserves more attention is interoperability.  While WebRTC will create in short 
order billions of additional video endpoints, these will very likely be incompatible with the millions of H.323 
and SIP enterprise devices and billions of enterprise and carrier unified communications solutions.  There 
is going to be a need for the foreseeable future for gateway solutions (both product and cloud-based) to 
bridge the gaps between this promising new technology and the installed base. 

A second key point about WebRTC is that product adoption will be much different due to auto updating in 
the browsers.  Unlike other technologies that require the end user (or network administrator) to download 
a new client or upgrade their technology, browsers like Chrome have auto updating functions.  This 
means that half a billion users (over a billion by the end of the year) already have WebRTC-capable 
browsers today without having to do anything or change their behavior.  They just need to go to a 
webpage and start communicating.   

A third point about WebRTC adoption will be to facilitate privacy.  One of the main strengths of current 
video soft clients is that they require the authentication and someone adding the other caller to their 
“buddy list” before making a call.  However, there are many scenarios where maintaining an anonymous 
status and/or not adding someone to your contact list is preferred.  Think of health care discussions that 
require protecting the identity of both the doctor and patient like psychiatric care.  Or recruiting calls 
where you don’t want to add someone to your personal buddy list for a one-time call.   

Regarding whether WebRTC will compete with Skype, one area where this new technology is superior is 
in joining ad hoc conference calls.  Rather than add a buddy to a contact list for business conference 
calls, imagine just getting a Web link, clicking on it, and joining the meeting.  This is simpler and better. 

  



 

  Page 26 
Ten Things CIOs Should Know about WebRTC  © 2013 KelCor, Inc. 

Endnotes 
                                                   
1 Telecommunications experience is not required for basic Web applications; if integration with SIP-based 
infrastructure, unified communications offerings, or the PSTN is needed, telecom skills may still be 
required. 
2 A browser plugin is software that is downloaded into the browser that provides capabilities not found 
natively in the browser. Adobe Flash is an example of a popular audio and video browser plugin. Google+ 
Hangouts with video is another plugin example. 
3 Skype is one of the most popular third-party audio and video applications. 
4 See http://www.w3.org/2011/04/webrtc-charter.html for details on the W3C WebRTC charter. 
5 See http://tools.ietf.org/wg/rtcweb/charters to see the IETF RTCWeb charter. 
6 This figure was adapted from a graphic found in the e-book titled, “WebRTC: APIs and RTCWeb 
Protocols of the HTML5 Real-Time Web”, Johnson, Alan B. and Daniel C. Burnett, First Edition, 
September 2012, Digital Codex LLC. 
7 Latency is the delay between when a packet is sent by one endpoint and when it is received by another. 
Real-time voice and video typically require less than 150 milliseconds latency. Jitter is variability in the 
order in which packets arrive. If there is too much jitter, the real-time voice and video application may not 
have enough time to put the packets in order, thus causing distortion to an audio/video session. 
8 The ability of WebRTC to support multipoint communications is extremely helpful; however, it does not 
scale well beyond just a few connections due to the audio and video encoding and decoding demands put 
on the processor. This is particularly true for tablets and smartphones. 
9 Three to four endpoints has traditionally been the average number of endpoints connecting to a 
multipoint video conference. Recent data from Alex Doyle, vice president of marketing at Vidtel, indicates 
that that this number is creeping up. Vidtel is a video conferencing service provider offering multipoint 
video bridging. According to Doyle, approximately 40 percent of video meetings still involve three or four 
endpoints. However, another 40 percent are for video meetings involving seven to eight endpoints. The 
final 20 percent are for video meetings of varying sizes, ranging from as small as two endpoints to as 
many as 20 endpoints. Certainly the 40 percent of video meetings with seven to eight endpoints is a 
significant shift and represents opportunity for video bridging infrastructure and service providers. 
10 The term “rendezvous service” was suggested by Cullen Jennings in a private communications 
exchange with the author. 
11 Think of sites like LinkedIn or Facebook. In order to communicate with others, users would need to log 
in using their LinkedIn or Facebook credentials so that the system would know who they are. 
12 Session descriptions are a significant issue in WebRTC. The IETF protocol used is SDP or session 
description protocol; however, the protocol itself does not specify how to exchange communications 
parameters or what to exchange. Several options are available including Jingle, SIP or a proprietary 
protocol. For federation or integration to work, the two systems must be able to exchange 
communications parameters. The possible requirement to know SIP in a sense undermines the 
ubiquitous nature of WebRTC since SIP is a telephony protocol, and the whole point behind WebRTC is 
to eliminate the need for Web programmers to need telephony knowledge. What will likely happen is the 
emergence of WebRTC to SIP software libraries that remove the complexity of SIP or another 
communications protocol. 
13 Codec is short for coding and decoding. When voice or video is transmitted over an IP network, the 
voice or video signal must be compressed by an endpoint. It is then packetized into IP packets, sent over 
the network, and the receiving endpoint decompresses the voice and video stream and plays or displays 
it as appropriate. In the video world, the use of the term codec is so widespread that video endpoints are 
often called “codecs”. WebRTC uses the wideband Opus codec for audio encoding and the narrow band 
G.711 codec. 
14 There is some confusion about mandatory to implement and optional codecs in WebRTC. A browser 
manufacturer can include any number of voice and video codecs in its WebRTC deployment; however, 
“mandatory to implement” codecs must be available. 
15 Per the IETF WebRTC co-chair, Cullen Jennings, “It is unlikely a vote will be taken before the lawsuit 
over VP8 between Nokia and HTC is resolved because people are waiting to see what happens there.” 

http://www.w3.org/2011/04/webrtc-charter.html
http://tools.ietf.org/wg/rtcweb/charters
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16 The straw poll occurred at IETF 86. This poll is shown in this link: 
http://www.ietf.org/proceedings/86/slides/slides-86-rtcweb-14.pdf. The minutes recording the vote are 
found at: http://www.ietf.org/mail-archive/web/rtcweb/current/rtfHydQ1qUpRb.rtf.  
17 The author is indebted to Jim Donovan of Acme Packet/Oracle for some of this information on border 
elements, which can be found in its original form at http://www.nojitter.com/post/240152173/enterprise-
webrtc-a-view-from-the-border.  
18 “The predominant predecessor to WebRTC was Flash’s RTMP protocol. It may be necessary to 
continue support for RTMP as WebRTC gains adoption or to convert from RTMP to WebRTC.  This 
function is handy to provide a service that ‘always works,’ even when the client browser does not yet 
support WebRTC (reality check:  overwhelming majority of browsers on the Web today support Flash and 
not WebRTC),” said Jim Donovan, Acme Packet/Oracle. See 
http://lphs.acmepacket.com/blog/bid/175527/Are-all-WebRTC-gateways-the-same.  
 
Cisco’s Laurent Philonenko, vice president and chief technology officer of Cisco's Collaboration 
Technology Group, stated “I will echo Steve Jobs here, Flash is a horrible idea for real time 
communications…I would not recommend it in any way.” 
19 A STUN server simply provides the IP address of the outermost NAT. This becomes one possible IP 
address the WebRTC server can send real-time voice and video traffic to. If this does not work, a TURN 
server may be used. A TURN server is like a trusted intermediary server through which all voice and 
video traffic is routed. In the WebRTC case, rather than having peer-to-peer connections between 
browsers, each browser would establish a peer-to-peer connection with the TURN server, which would 
relay voice and media between the browsers. An excellent discussion of the use of ICE, STUN and TURN 
servers for WebRTC is found in Chapter Three of “WebRTC: APIs and RTCWeb Protocols of the HTML5 
Real-Time Web”, Johnson, Alan B. and Daniel C. Burnett, First Edition, September 2012, Digital Codex 
LLC. An IETF submission from Siemens on NAT/firewall traversal may be found at 
http://tools.ietf.org/html/draft-hutton-rtcweb-nat-firewall-considerations.  
20 Some communications manufactures may build border capabilities into their call managers. For 
example, the capability to decrypt/encrypt WebRTC when federating between WebRTC domains and SIP 
domains could be implemented in the communications manager software. 
21 WebRTC uses the wideband Opus codec for audio encoding and the narrow band G.711 codec. IP 
telephones typically use G.711 and/or G.729, G.722, G.728, etc. The Opus codec has a range from 8 
KHz to 20 KHz, making it an excellent audio codec for a full range of applications at low and high bit 
rates. The video codec(s) has not been specified at the time this document went to press. IP video units 
often use H.264 or the older H.263 video codecs. Google is pushing very hard for the VP8 codec to be a 
“mandatory to implement” (MIT) codec while others are pushing very hard for H.264 to be one of the 
“MIT” codecs. If VP8-based video is used, then there must be a transcoding video gateway in the media 
path. 
 
Much of the video world is also using H.323-based video endpoints. A gateway will be required between 
WebRTC and legacy H.323 endpoints. 
22 From a WebRTC presentation given by Cullen Jennings of Cisco and Jan Linden of Google at 
Enterprise Connect 2013. The key idea is that each time a peer media connection is created using 
WebRTC it will generate a new 1,024 bit RSA key pair. Jennings predicts that both DTLS-SRTP and 
SDES will ultimately be included in the WebRTC standard (from personal communication with the author). 
23 DTLS-SRTP in this context means establishing a Secure Real-Time Transport Protocol (SRTP) security 
context using Datagram Transport Layer Security (DTLS). Hence, DTLS-SRTP. More details can be 
found at http://tools.ietf.org/html/rfc5763.  
24 SDES is an abbreviation for Session Description Protocol Security Descriptions, which is a way to 
negotiate encryption keys for Secure Real-Time Transport Protocol. 
25 It may be important to point out that WebRTC can enable multiple video feeds. For example, this could 
be from a front and a back camera on a smartphone or tablet. The screen a user is viewing can also be 
sent as a video object using WebRTC, which can significantly ease remote customer service 
opportunities because a third-party browser plugin will not be required to view someone else’s screen. 
26 Some studies have shown that a high percentage of inbound calls to enterprise employees are taken 
on the mobile device instead of the desk phone even when the person is in the office. If the smartphone 

http://www.ietf.org/proceedings/86/slides/slides-86-rtcweb-14.pdf
http://www.ietf.org/mail-archive/web/rtcweb/current/rtfHydQ1qUpRb.rtf
http://www.nojitter.com/post/240152173/enterprise-webrtc-a-view-from-the-border
http://www.nojitter.com/post/240152173/enterprise-webrtc-a-view-from-the-border
http://lphs.acmepacket.com/blog/bid/175527/Are-all-WebRTC-gateways-the-same
http://tools.ietf.org/html/draft-hutton-rtcweb-nat-firewall-considerations
http://tools.ietf.org/html/rfc5763
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does get integrated into the PBX via WebRTC, it really can mean the difference between purchasing a 
hard endpoint for the office or not. 
27 The terms “Skype Out” and “Skype In” have not been used officially by Skype for some years; however, 
they convey meaning so easily that the author has chosen to use them instead of the new Skype terms, 
“Skype calls to mobiles and landlines” and “Skype Number” for outbound and inbound calling, 
respectively. 
28 Derek Burney, corporate vice president of Microsoft’s Skype Division, told the audience at an 
Enterprise Connect 2013 keynote address in March that Microsoft would adopt WebRTC as soon as the 
standard is ratified. 
29 From a private briefing with Microsoft on January 22, 2013. 
30 See the author’s blog at http://uccinsider.blogspot.com/2013/03/are-microsoft-and-nokia-tightly-
aligned.html for more details on Nokia’s claim of intellectual property rights in the VP8 codec. 
31 In a private communication from Microsoft about WebRTC, the company stated the following: 
“WebRTC provides both JavaScript APIs (developed in W3C) and protocols (specified in IETF).   
Therefore when ‘WebRTC development for mobile devices’ is discussed, it is important to distinguish 
between applications which are built in JavaScript and which run in the browser, and applications which 
utilize native platform APIs to interoperate with WebRTC, either via gateways or natively.  When 
developing JavaScript applications for mobile devices, it is important to think about energy management 
and notifications.  Utilizing XMPP or SIP JavaScript libraries may not enable support for incoming calls 
when the browser isn't loaded, notification mechanisms differ between mobile platforms and maintaining 
an open WebSocket has undesirable implications for battery life.  Also, a pure WebRTC approach is not 
viable on mobile platforms that lack WebRTC support (e.g. iOS at the moment).  As a result, it may be 
more viable to rely on native mobile applications written in languages other than JavaScript (e.g. 
Objective C on iOS, Java on Android) that can communicate with “reach” clients that run on WebRTC.” 
32 Vidtel specifically stated in a private communication that Chrome on Android-based mobile devices is 
working “pretty well”. 
33 See https://labs.ericsson.com/blog/bowser-the-world-s-first-webrtc-enabled-mobile-browser.  
34 See http://techcrunch.com/2013/02/24/mozilla-att-and-ericsson-team-up-to-demo-seamless-web-to-
mobile-webrtc-integration/ for more details. 
35 For example, Siemens has contributed a proposal to the IETF on NAT and firewall traversal. See 
http://tools.ietf.org/html/draft-hutton-rtcweb-nat-firewall-considerations-00. 

https://labs.ericsson.com/blog/bowser-the-world-s-first-webrtc-enabled-mobile-browser
http://techcrunch.com/2013/02/24/mozilla-att-and-ericsson-team-up-to-demo-seamless-web-to-mobile-webrtc-integration/
http://techcrunch.com/2013/02/24/mozilla-att-and-ericsson-team-up-to-demo-seamless-web-to-mobile-webrtc-integration/
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